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DETAILED ACTION 



1. 



This office action is in response to communications filed on 12/13/2007. 



2. 



Claims 1 and 3-6 are pending in the application. 



3. 



Claims 1 and 3-6 have been rejected. 



Response to Arguments 



4. The applicant's arguments regarding the previous 35 USC 103(a) type rejections of claims 1 
and 3-6 are fully considered, however, found not persuasive. Furthermore, these arguments are also 
now moot in view of new grounds of rejection presented in this office action. 

In particular, the applicant argues that independently or in combination cited prior art 
Kermani or Serpa fails to disclose wherein each relative inter-keystroke interval is calculated as the 
absolute inter-keystroke interval divided by an anchor value that is a first absolute inter-keystroke 
interval between first and second characters. 

In response to the applicant's above arguments, the examiner respectfully disagrees with the 
applicant for following reasons: 

According to the specification of the instant application (please see Par 0049-0051), a 
keystroke 'tempo' is disclosed as "relative inter keystroke interval", and such 'tempo' together with 
keystroke 'rhythm' and password character sequence are compared to authenticate the inputted 
password. Cited reference Serpa discloses similar methodology to authenticate the inputted password 
- like claimed invention, it compares password/ keystroke rhythm, tempo, and character sequence to 
authenticate the inputted password (please see Serpa, Col 2, starting from line 29). Althoug h Serpa 
reference fails to disclose computing the 'tempo' or relative inter-keystroke interval as dividing the 
absolute inter-keystroke interval by an anchor value that is a first absolute inter-keystroke interval 
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between first and second characters, Serpa's t eachings of 'tempo 1 suggests enablement of such 
computation/ calculation, or at least, at the time of invention, it would be logically obvious to a 
person of ordinary skill in art to compute such keystroke 'tempo' or "relative inter keystroke 
interval" as a ratio of an absolute inter keystroke interval and difference between any two 
keystrokes, or first and second absolute inter keystroke value (please see below for detail 
explanation). 

Double Patenting 

5. The examiner notes, although no double patenting type rejections are presented in this office 
action, claim set of the instant application closely resembles claim set of the commonly owned US 
Patent No 7,305, 559 B2, and could raise an issue for obvious type double patenting rejections at 
later time. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the subject 
matter which the applicant regards as his invention. 

6. Claims 1 and 3-6 have been rejected under the second paragraph of 35 U.S.C. 1 12 for 
insufficient antecedent basis in the claims. 

Regarding Claims 1 and 3-6, they recite the limitations such as "said absolute comparison 
step" and "said relative comparison step", However, there is insufficient antecedent basis for this 
limitations in the claim. 
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Furthermore, regarding Claims 1 and 3-6, they recite the limitations such as "calculated as 
the absolute inter-keystroke interval divided by", However, there is insufficient antecedent basis for 
this limitations in the claim since it is not clear which one of each absolute inter-keystroke interval 
is considered to be the absolute inter-keystroke interval. 

Furthermore, regarding Claims 1 and 3-6, they recite the limitations such as " the unique 
identifier", However, there is insufficient antecedent basis for this limitations in the claim since it is 
not clear whether "the unique identifier" is referring to a user, or a unique identifier! 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that 
the subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

7. Claims 1 and 3-6 are rejected under 35 USC 103 (a) as being unpatentable over 
Kermani (US 68955 14 B 1) in view of Serpa (US 6954862 B2) further in view of Bohannon 
etal (US 6901,145 Bl) 

Regarding claim 1, Kermani discloses a method of authenticating a user comprising the steps 

of: 

providing, by the user, a unique identifier, the unique identifier comprising both a sequence 
of keystrokes and the inter-keystroke intervals associated with provision of those keystrokes (Col 2; 
starts at line 29; Col 3, lines 20-40; ; user provided key stroke sequence and timing model). 
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comparing the unique identifier provided by the user with a reference unique 
identifier (Col 4, starts at line 34) by: 

comparing absolute inter-keystroke intervals of the unique identifier with absolute inter- 
keystroke intervals of the reference unique identifier and returning a true indication if the absolute 
inter-keystroke interval of the unique identifier is within a predetermined tolerance of the absolute 
inter-keystroke interval of the reference identifier, wherein each absolute inter-keystroke interval is a 
time interval between entries of two characters (Col 3 line 20 to Col 6, line 14; comparing/ 
computing key stroke intervals/ lapses/ distances); 

comparing the relative inter-keystroke intervals of the unique identifier with the relative 
inter-keystroke intervals of the reference unique identifier and returning a true indication if the 
relative inter-keystroke interval of the unique identifier is within a predetermined tolerance of the 
relative inter-keystroke interval of the reference identifier (Col 3, starting at line 40; Col 5, lines 1- 
30; threshold values) wherein each relative inter-keystroke interval of the reference identifier (Col 5, 
starts at line 45; Eq. 2; calculating distance of keystrokes using absolute values and mean values of 
the keystroke intervals; deviation). 

authenticating said user if both said absolute comparison step and said relative comparison 
step return a true indication (Col 3, lines 20-54). 

Kermani fails to disclose wherein each relative inter-keystroke interval is calculated as the 
absolute inter-keystroke interval divided by an anchor value, that is a first absolute inter-keystroke 
interval between first and second characters. 

However, Serpa suggests enablement of wherein each relative inter-keystroke interval is 
calculated as the absolute inter-keystroke interval divided by an anchor value, that is a first absolute 
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inter-keystroke interval between first and second characters (Fig 1, Col 15, starting at line 54; Claim 
1 calculating and comparing certain pace, rhythm, or tempo; the examiner interprets such certain 
tempo as relative inter-keystroke interval or tempo). Furthermore, at the time of invention, it would 
be logically obvious to a person of ordinary skill in art to compute such keystroke 'tempo' or 
"relative inter keystroke interval" as a ratio of an absolute inter keystroke interval and difference 
between any two keystrokes, or first and second absolute inter keystroke value. 

Serpa further teaches authenticating said user if both said absolute comparison step and said 
relative comparison step return a true indication (Col 2, starting from line 29; comparing rhythm and 
tempo of the keystrokes). 

In the case, position for inherency/ enablement, or obviousness regarding wherein each 
relative inter-keystroke interval is calculated as the absolute inter-keystroke interval divided by an 
anchor value, that is a first absolute inter-keystroke interval between first and second characters (or 
calculation of tempo or relative inter-keystroke interval as ratio of the absolute inter-keystroke 
interval and an anchor value, that is a first absolute inter-keystroke interval between first and second 
characters) is not found to supportive, the examiner notes, Bohannon et al teaches calculation of 
tempo or relative inter-keystroke interval as ratio of the absolute inter-keystroke interval and an 
anchor value, that is a first absolute inter-keystroke interval between first and second characters (Col 
11, starts at line 33; computing latencies of keypresses from ratio of the two keypresses; the 
examiner interprets first keypress time/ latency can be interpreted as one of the absolute inter- 
keystroke interval, and the second keypress time/ latency can be interpreted as absolute inter- 
keystroke interval between first and second characters ) 
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Bohannon et al , Serpa and Kermani are analogous art because they are from the same field 
of endeavor of authentication system. At the time of invention it would have been obvious to a 
person of ordinary skill in the art to combine the teaching of Bohannon et al and/ or Serpa with 
Kermani to design a method further including wherein each relative inter-keystroke interval is 
calculated as the absolute inter-keystroke interval divided by an anchor value, t that is a first absolute 
inter-keystroke interval between first and second characters in order to provide an alternative way to 
calculate the keystroke tempo. 

Regarding claim 3, Kermani discloses a method further comprising the step of entry by the 
user of the reference unique identifier and wherein said predetermined tolerance is determined 
during said step of entry by the user of the reference unique identifier (Col 2, lines 20-50; Col 3, 
starting at line 40; Col 5, lines 1-30; threshold values). 

Regarding claim 4, Kermani discloses a method wherein said predetermined tolerance is 
explicitly set by the user (Col 3, line 20 to Col 5, lines 1-30; decision circuit at user machine). 

Regarding claim 5, Kermani discloses a computer program comprising computer program 
code means adapted to perform the steps of any one of claim 1 to claim 4 (Col 3 line 20 to Col 4, 
line s 25). 



Regarding claim 6, Kermani discloses the method wherein said predetermined tolerance of 
the relative inter-keystroke interval is in the range of plus twenty-five percent to minus twenty-five 
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percent (Col 5, starts at line 9; Col 7, starts at line 26; Kermani teaches accepting up to 20% 
mismatch or 80% match as threshold; Kermani suggests enablement of tolerance/ mismatch of 
twenty five percent). 

8. Claims 1 and 3-6 are further rejected under 35 USC 103 (a) as being unpatentable over 
Kermani (US 6895514 Bl) in view of Serpa (US 6954862 B2) further in view of Young et al (US 
4805222) 

Regarding claim 1, Kermani discloses a method of authenticating a user comprising steps of: 
providing, by the user, a unique identifier, the unique identifier comprising both a sequence 
of keystrokes and the inter-keystroke intervals associated with provision of those keystrokes (Col 2; 
starts at line 29; Col 3, lines 20-40; user provided key stroke sequence and timing model); 
comparing the unique identifier provided by the user with a reference unique identifier (Col 
4, starts at line 34) by: 

comparing absolute inter-keystroke intervals of the unique identifier with absolute inter- 
keystroke intervals of the reference unique identifier and returning a true indication if the absolute 
inter-keystroke interval of the unique identifier is within a predetermined tolerance of the absolute 
inter-keystroke interval of the reference identifier, wherein each absolute inter-keystroke interval is a 
time interval between entries of two characters (Col 3 line 20 to Col 6, line 14; comparing/ 
computing key stroke intervals/ lapses/ distances); 

comparing the relative inter-keystroke intervals of the unique identifier with the relative 
inter-keystroke intervals of the reference unique identifier and returning a true indication if the 
relative inter-keystroke interval of the unique identifier is within a predetermined tolerance of the 
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relative inter-keystroke interval of the reference identifier (Col 3, starting at line 40; Col 5, lines 1- 
30; threshold values) wherein each relative inter-keystroke interval of the reference identifier (Col 5, 
starts at line 45; Eq. 2; calculating distance of keystrokes using absolute values and mean values of 
the keystroke intervals; deviation). 

authenticating said user if both said absolute comparison step and said relative comparison 
step return a true indication (Col 3, lines 20-54). 

Kermani fails to disclose wherein each relative inter-keystroke interval is calculated as the 
absolute inter-keystroke interval divided by an anchor value, that is a first absolute inter-keystroke 
interval between first and second characters. 

However, Serpa suggests enablement of wherein each relative inter-keystroke interval is 
calculated as the absolute inter-keystroke interval divided by an anchor value, that is a first absolute 
inter-keystroke interval between first and second characters (Fig 1, Col 15, starting at line 54; Claim 
1 calculating and comparing certain pace, rhythm, or tempo; the examiner interprets such certain 
tempo as relative inter-keystroke interval or tempo). Furthermore, at the time of invention, it would 
be logically obvious to a person of ordinary skill in art to compute such keystroke 'tempo' or 
"relative inter keystroke interval" as a ratio of an absolute inter keystroke interval and difference 
between any two keystrokes, or first and second absolute inter keystroke value. 

Serpa further teaches authenticating said user if both said absolute comparison step and said 
relative comparison step return a true indication (Col 2, starting from line 29; comparing rhythm and 
tempo of the keystrokes). 

In the case, position for inherency/ enablement, or obviousness regarding wherein each 
relative inter-keystroke interval is calculated as the absolute inter-keystroke interval divided by an 
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anchor value, that is a first absolute inter-keystroke interval between first and second characters (or 
calculation of tempo or relative inter-keystroke interval as ratio of the absolute inter-keystroke 
interval and an anchor value, that is a first absolute inter-keystroke interval between first and second 
characters) is not found to supportive, the examiner notes, Young et al teaches calculation of tempo 
or relative inter-keystroke interval as ratio of the absolute inter-keystroke interval and an anchor 
value, that is a first absolute inter-keystroke interval between first and second characters ( Col 4, line 
19 to Col 5, line 14; Col 7, starting at line 6; computing keystroke intervals by computing average 
inter-character time, or variance or ratio of keystroke time ) 

Young et al Serpa and Kermani are analogous art because they are from the same field of 
endeavor of authentication system. At the time of invention it would have been obvious to a person 
of ordinary skill in the art to combine the teaching of Young et al and/ or Serpa w ith Kermani to 
design a method further including wherein each relative inter-keystroke interval is calculated as the 
absolute inter-keystroke interval divided by an anchor value, t that is a first absolute inter-keystroke 
interval between first and second characters in order to provide an alternative way to calculate the 
keystroke tempo. 

Regarding claim 3, Kermani discloses a method further comprising the step of entry by the 
user of the reference unique identifier and wherein said predetermined tolerance is determined 
during said step of entry by the user of the reference unique identifier (Col 2, lines 20-50; Col 3, 
starting at line 40; Col 5, lines 1-30; threshold values). 

1 Regarding claim 4, Kermani discloses a method wherein said predetermined tolerance is 
explicitly set by the user (Col 3, line 20 to Col 5, lines 1-30; decision circuit at user machine). 
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Regarding claim 5, Kermani discloses a computer program comprising computer program 
code means adapted to perform the steps of any one of claim 1 to claim 4 (Col 3 line 20 to Col 4, 
line s 25). 

Regarding claim 6, Kermani discloses the method wherein said predetermined tolerance of 
the relative inter-keystroke interval is in the range of plus twenty- five percent to minus twenty-five 
percent (Col 5, starts at line 9; Col 7, starts at line 26; Kermani teaches accepting up to 20% 
mismatch or 80% match as threshold; Kermani suggests enablement of tolerance/ mismatch of 
twenty five percent). 

Conclusion 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is 
reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS 
from the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the 
mailing date of this final action and the advisory action is not mailed until after the end of the 
THREE-MONTH shortened statutory period, then the shortened statutory period will expire on the 
date the advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will the statutory 
period for reply expire later than SIX MONTHS from the date of this final action. Any inquiry 
concerning this communication or earlier communications from the examiner should be directed to 
Shanto M Z Abedin whose telephone number is 571-272-3551 . The examiner can normally be 
reached on M-F from 9:00 AM to 5:30 PM. If attempts to reach the examiner by telephone are 
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unsuccessful, the examiner's supervisor, Moazzami Nasser, can be reached on 571-272-4195. The 
fax phone number for the organization where this application or proceeding is assigned is 703-872- 



I nformation regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system, 
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Shanto MZAbedin 

Examiner, AU2136 



9306. 




